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National Cooperative Month

ince 1964, October has been

designated as National Cooperative
Month, providing cooperatives with an
opportunity to explain the cooperative dif-
ference to their members. In this month’s
article, I would like to explain some of the
cooperative differences and how it benefits
all of us as cooperative members.

As the electric utility industry continues
to evolve and face continual change, we
can all be proud that we are part of the
electric cooperative program. Electric
cooperatives have a very unique business
model that provides many benefits for its
members and has proven the test of time
for over 83 years. Your electric coopera-
tive is a not-for-profit, member-owned
business and exists for the sole reason of
serving members. Your electric cooperative
sets the rates just high enough to cover
the cost of doing business unlike investor-
owned utilities that strive to maximize
profits for investors or shareholders. Any
money that is collected by the cooperative
above the cost of operations is allocated
back to you as capital credits. This alloca-
tion becomes your equity ownership in
the cooperative and when the financial
condition of the cooperative permits, the
capital credits are returned to you in the
form of cash. Over the past 10 years, your
cooperative has paid back approximately
$18 million in capital credits as cash to
members.

Electric cooperatives are democratic
organizations controlled by the members
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who actively participate in electing
representatives, setting bylaws and making
decisions. The members of a cooperative
have equal voting rights — one member,
one vote. Each customer of the cooperative
is a member and owner of the business
with an equal say as every other member,
unlike investor-owned utilities where the
amount of governance is determined by
the number of shares held in the company.

Electric cooperatives and their employ-
ees support the local community and local
economy in various ways. Commitment to
community is a founding principle of elec-
tric cooperatives and as a local business,
your cooperative is staffed by your friends
and neighbors that work hard for you.
Whether the employees are working thru
storms to restore your power, volunteering
their time to help install lighting on local
ball fields or finding ways to help provide
grants for local schools, your cooperative
employees are finding ways to make a
difference in your community.

In summary, your local cooperative
has a very unique business model that
benefits all of us as cooperative members.
As the utility industry continues to evolve
and explore different ways to serve its
customers, all of us can be very proud to be
member-owners of our electric coopera-
tives, what we stand for, how we operate
and how we truly make a difference in our
very own communities.

See you next month and as always,
“We'll keep the lights on for you.”

READERSHIP PRIZE WINNER:
Deborah Heflin, Galatiag, IL
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Get tamiliar with cyber basics

October is Cybersecurity Awareness Month

At a time when we are more con-
nected than ever, being “cyber
smart” is of the utmost importance.
'This year has already seen more

than a fair share of cyberattacks and
breaches, including the high-profile
attacks on the Colonial Pipeline

and other critical infrastructure.
Furthermore, as has been underlined
by these recent breaches, cyberat-
tacks are becoming more sophisti-
cated with more evolved bad actors
cropping up each day. Luckily, there
are several steps that we can take on
a daily basis to mitigate risks and
stay one step ahead of malefactors.
Here are a few quick tips:

Enable multi-factor
authentication.
Multi-factor authentication (MFA)
adds that necessary second check
to verify your identity when log-
ging in to one of your accounts.
By requiring multiple methods
of authentication, your account is
further protected from being com-
promised, even if a bad actor hijacks
your password. In this way, MFAs
make it more difficult for password
cracking tools to enable attackers to
break into accounts.

A
Use strong pass-
phrases/pass-
word manager.
'This may seem obvious,
but all too often secur-
ing strong passphrases/
password managers
is overlooked. People
spending more time
online during the
pandemic has certainly
contributed to more
bad actors prowling
for accounts to attack.
Using long, complex
and unique passwords
is a good way to stop
your account from

being hacked, and
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e Change the manufacturer’s Wi-Fi password
on your router.

e Use two-factor authentication.

e Use unique phrases (like lyrics to your
favorite song) to remember passwords.

an easy way of keeping track and
remembering your passwords is by
using a password manager.

Perform software updates.
When a device prompts that it’s
time to update the software, it

may be tempting to simply click
postpone, and ignore the message.
However, having the latest security
software, web browser, and operat-
ing system on devices is one of the
best defenses against online threats.
So, don’t wait — update.

Do your research.

Common sense is a crucial part of
maintaining good online hygiene,
and an intuitive step to stay safe
online is to do some research before
downloading anything new you are
downloading to your device, such as
apps. Before downloading any new
learning app on your device, make
sure that it’s a by checking who cre-
ated the app, what the user reviews
say, and if there are any articles
published online about the app’s

privacy and security features.

Check your settings.

Be diligent to double check your
privacy and security settings and be
aware who can access your docu-
ments. This extends from Google
docs, to Zoom calls and beyond. For
meetings on Zoom, for example,
create passwords so only those
invited to the session can attend,
and restrict who can share their
screen or files with the rest of the
attendees.

Being cyber smart and maintaining
stellar online hygiene is the best
way to protect yourself and others
from cyberattacks. No single tip is
foolproof but taken together they
can make a real difference for taking
control of your online presence.
Following these tips is also easy, and
free. By taking preventive measures
and making a habit of practicing
online safety, you can decrease your
odds of being hacked exponentially
—and prevent lost time and money,
as well as annoyance.

PASSWORD DOS AND DON'TS

A strong password can make all the difference
- in protecting your personal information.
Follow these tips for stronger passwords.

DON’T:

e Don’t use common words or numbers like
“password” or “1234.”

e Don’t use personal details like your date of
birth in a password.

® Don’t use the same password for multiple

accounts.

October is
Cybersecurity
Awareness Month.

Do Your Part. #BeCyberSmart




National Co-op Month

October is National Co-op Month and we honor you, our consumer-

member. When you call our office, you talk to people like you. We live in
your neighborhood, you see us at the grocery store, our kids play sports
with your kids and we lose power during storms just like you do.

We’re not in a corporate office in some far away state. We are right
here where we always have been and always will be. We are your local

electric cooperative, and our only purpose is to serve you.

Brought to you by SouthEastern Illinois Electric Cooperative.

OB S,uthEastern Illinois
/’z,@ Electric Cooperative
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Energy Efficiency
Tip of the Month

Old, uninsulated and improperly installed ek erior

doors can waste energy and money.

Shut the door on wasted energy by weather stripping
and sealing all ek erior doors. If p u hae an old
ek erior door, consider replacing it with a newer,

energy efficient model.

Source: energy.gov

POWERIOUTAGE

_ Check the fuses or circuit breakers in your service
panels. If you have breakers, make sure they are in the
“ON” position.

If you have a meter pole, check the main breaker
panel just below the meter socket. If the breaker is in the
“OFF” position, check all of your wiring from the meter
pole to your various buildings. If the wiring appears to be
okay, reset the breaker to the “ON” position.

m If you still do not have power, check with neighbors

to see if they have power.

m To report a power failure or other emergency, please
phone 1-877-399-8405. This phone number is monitored
around the clock, 365 days per year to accept your outage
and emergency calls.

m Your phone call will be handled by SouthEastern’s
automated outage reporting system and will be identi-
fied automatically through ANI (Automatic Number
Identification). An outage record will then be generated
for your location. Please note that the phone number

If your power goes off, we offer these suggestions

from which you place the call will be the number used to
generate the record. If the system fails to recognize your
phone number, members having touch-tone phones may
simply enter their seven-digit phone number (without

area code) in order to report the outage. Members not
having touch-tone phones will be asked to leave a message.
It is important you leave your name, phone number and
location of the outage. Retrieving messages and entering
them into the system is time consuming; therefore, please
leave only a message that will help in restoration of electric
service. Do not remain on the line for an operator because
a live operator is not there to respond. In order to keep

a current listing of all numbers, it is important that you
notify the Cooperative of any changes in your telephone
number.

m Handling outage calls electronically allows you to
report power failures very quickly. Once your outage has
been reported, it will be dispatched to repair personnel who
will restore your outage as soon as possible. Calling back
repeatedly will not shorten the length of the outage, but
may hinder the efforts of other members who are trying to
report outages.

OUTAGERCALLSTONLY 1877539958405

SouthEastern Illinois Electric Cooperative, Inc.

100 Cooperative Way © Carrier Mills, IL 62917-2275
618-273-2611 or 800-833-2611 « Office hours: 8 a.m. - 4 p.m. M-F
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Find us on

Facebook.com/
SouthEasternlllinoisElectric






