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A cyber security plan from the experts
Lessons you can learn from how electric co-ops guard against Internet bad guys
By Paul Wesslund

Could a computer hacker shut 
down the nation’s electric grid?

 It’s a question asked in popular 
books, congressional hearings – and 
it’s even the plot point in the 2007 
Bruce Willis movie “Live Free or Die 
Hard.”
 Most experts answer that question 
with, “probably not.” Part of the 
reason for that answer is there are a 
lot of people in government and the 
utility industry like Barry Lawson.
 As Associate Director of Power 
Delivery and Reliability for the 
National Rural Electric Cooperative 
Association (NRECA), Lawson 
spends his time working with electric 
co-op utilities to try to protect utilities 
from digital hackers.
 Lawson and several others at 
NRECA run cyber security training 
sessions, publish security safety 
materials and develop techniques and 
software not only to keep the nation’s 
electric supply reliable and secure, but 
to protect sensitive member, employee 
and co-op data and information from 
identity theft.
 Lawson says co-ops make a high 
priority out of protecting themselves 
from the constant variety of cyber 
computer attacks by everyone from 
organized crime to hobbyist hackers, 
who are constantly launching attacks 
on every computer in the world.
 “We’re all being hacked,” says 
Lawson. “As soon as you plug a new 
computer into the Internet, it’s being 
hacked by software that looks for 
Internet connections by the millions.”

 Lawson says we can all use advice 
that’s the basis for how utilities 
protect themselves from cyber 
attacks: “try to make it as diffi  cult as 
possible, and put in as many layers of 
protection as possible.”
 Here are Lawson’s top four tips for 
protecting your computer:
 1. Make sure you have antivirus 
software installed on your computer, 
and remember to keep it updated.
 2. Don’t send e-mails containing 
personal information, like your date 
of birth or Social Security Number, 
because that increases opportunities 
for mal-actors to steal your identify. Be 
careful of typing a credit card number 
into a website—if you do, make sure 
that it’s a secure website. You can tell 
whether it’s secure by looking for the 
“s” at the beginning of the website 
address. Most begin with “http://.” A 
secure site will begin with “https://.”

 3. Attachments or links in an email 
can contain malware that can infect 
your computer. Don’t open an e-mail 
attachment or click a link unless you 
know the person sending it, and you 
were expecting them to send it to you 
(hackers can take over an account and 
make it look like it’s from a friend.)
 4. Monitor children’s online activity, 
and make sure they know how to 
practice good cyber security. Visit the 
U.S. Computer Emergency Readiness 
Team’s (UC-CERT) website for 
security tips on how to keep children 
safe online (https://www.us-cert.gov/
ncas/tips/ST05-002).

 Paul Wesslund writes on cooperative issues 
for the National Rural Electric Cooperative 
Association, the Arlington, Va.-based service 
arm of the nation’s 900-plus consumer-
owned, not-for-profi t electric cooperatives.

1.  Install antivirus software and keep it updated.

2.  Never send emails that include your personal    
     information (like date of birth or SSN).

3.  Never open attachments or links unless you know the   
     sender or were expecting the message.

4.  Monitor children’s activity on the Internet and make   
     sure they know how to practice good cyber security.

FOUR TIPS TO PROTECT YOUR COMPUTER



16B      ILLINOIS COUNTRY LIVING  |  WWW.ICL.COOP 

Winners of our 2016 Youth 

to Washington contest 

were Grace Kapelski of Smithton, 

Emily Etter of Freeburg and 

Amelia Schmitz of Belleville. Th e 

three girls traveled to Washington, 

D.C.  for an all-expense paid 

trip in June which took them to 

memorable sites such as Gettysburg, 

Arlington National Cemetery, the 

Washington National Cathedral, 

several Smithsonian Museums, 

the U.S. Supreme Court, the U.S. 

Holocaust Memorial Museum, the 

World War II Memorial, memorials 

to Presidents Lincoln, Jeff erson, 

Washington and Roosevelt, the 

Royal Embassy of Saudi Arabia, the 

Newseum and a number of other 

historical sites.

 Th e students also attended Youth 

Day in Springfi eld, back in April, 

along with ten other students who 

had entered the contest. Th eir 

winning applications were selected 

from a group of fourteen.

 Th is tour has been a nationwide 

tradition of the electric cooperative 

since 1957.

Please always look up before 

planning your next building 

project! Monroe County 

Electric Co-Operative takes 

all construction projects very 

seriously when they get too 

close to power lines. One often 

overlooked safety consideration is 

the power line clearance required 

for bins and buildings. You should 

always consider power lines, both 

overhead and underground, in the 

beginning planning process of 

new construction. Please contact 

our engineering department if 

you have questions regarding 

clearances, load sizing of lines 

and transformers, or any other 

questions.

 An extremely dangerous 

situation for line crews, farm 

personnel, and the general public 

is created when proper clearance 

isn’t given for any structure. Augers 

and farm machinery that could 

be moved into the lines while 

raising or lowering could be a fatal 

mistake.

 Th e National Electrical Safety 

Code set minimum clearances 

for high voltage lines (over 600 

volts) near grain bins. Vertical 

clearances depend 

on the height of the 

bin, and the distance 

from the side of the 

bin, as shown below. 

Th is illustration refers 

to the loading side of 

a grain bin. An area 

where portable augers 

will not be present 

can be considered a 

Non-Loading Side. In 

addition, power lines 

must be at least 18 feet 

above the tops of new 

grain bins.

Please contact us at 
Monroe County Electric 
Co-Operative, 939-7171 
or 1-800-757-7433 before 
moving or building a new 
bin, or machine shed to 
ensure you meet National 
Electric Safety Code 
requirements.

Three students chosen for Youth to Washington trip

Amelia Schmitz Grace KapelskiEmily Etter

Building a new grain bin or machine shed? 
Clearance envelope for grain bins fi lled by 

permanently installed augers, conveyors or elevators

Clearance envelope for grain bins fi lled by 
portable augers, conveyors or elevators

P = Probe clearance 5.5m 
(18ft) required by rule 
234F1a

V1 = Vertical clearance above 
a building required by 
Rule 234C

V2 = Vertical clearance 
required by Rule 232B

H = Horizontal clearance 
4.6m (15ft) required 
by rule 234F1b

T = Transition 
       clearance
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In the area of sloped 
clearance, the vertical 
clearance is reduced 
by 300mm (1ft) 
for each additional 
450mm (1.5 ft) of 
horizontal distance 
from the grain bin.

probing port on grain bin
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MCEC line outages - July 2016
Date Duration # Out Location Cause Desc Substation

05/06/16 1:14 20 Konarcik Rd Vehicles Or Machinery Waterloo

05/07/16 5:26 3 Douglas Rd Trees, Other Smithton

05/09/16 3:39 106 Ames Rd Other, Faulty Equipment Poe

05/14/16 2:22 4 Wetzler Rd Trees, Other Fults

05/18/16 2:02 5 Autumn Dr Unknown Millstadt

05/22/16 1:11 7 Country Acres Ln Small Animals Or Birds East Carondelet

05/26/16 0:20 5 Klein Rd Lightning Smithton

05/27/16 1:07 13 Algonquin Forest Vehicles Or Machinery Millstadt

05/31/16 0:08 183 Columbia Area Maintenance Columbia

Source: energy.gov

There are three primary types of lighting: ambient (general lighting), task lighting and accent lighting. As lighting 
technologies continue to advance, consumers should be open to trying new shapes and types of bulbs. 

The check marks below indicate appropriate locations for different types of bulbs on the market. Happy shopping!

CHOOSE THE RIGHT BULB FOR THE RIGHT JOB

Common Bulb Types

Ambient Lighting Accent Lighting Task Lighting

Spiral

Globe

A-Shape

Candle

Pendant 
Fixture

Ceiling 
Fixture

Recessed 
Cans

Ceiling 
Fan

Wall 
Sconce

Spot 
Light

Table or Floor Lamp

BEST BETS FOR HOME LIGHTING

Our office will be closed on Monday, July 4

In observance of the Independence 
Day holiday, MCEC’s office will be 
closed on Monday, July 4. Remember 
to celebrate safely!
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 With parades, watermelon, hot dogs, and swimming under the hot sun, 
followed by the “oohs” and “aahs” from stunning fi reworks, Independence Day 
is a time for celebration – but also a time to thank those who have fought for, 
and continue to fi ght for our freedom as Americans.

 Illinois’ Touchstone Energy cooperatives will be closed on Monday, July 
Fourth, to celebrate 240 years of independence!

God bless past and current servicemen and 
women, and God bless America!


